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INCREASING THE DIFFICULTY LEVEL: CHINA’S 2016 

MOBILE GAME APP REGULATIONS, ANOTHER 

RESTRICTIVE MARKET ENTRY BARRIER TO FOREIGN 

CORPORATIONS 

Michael Dean Krebs* 

ABSTRACT 

China is now the leading market for mobile game apps; however, foreign 

developers face an uphill battle to enter it, having long been stymied from access 

due to bureaucratic red tape which was made substantially stricter after the 

promulgation of China‘s 2016 mobile app regulations. The hinderance of foreign 

developers into the Chinese market is not by accident. After providing 

foundational knowledge of China‘s mobile app market and the 2016 mobile app 

regulations, this Comment uses these regulations as a stepping-stone to launch into 

a review of China‘s overarching, decade long, policy to maintain control of 

strategic sectors, including information technology. In so doing, this Comment 

highlights numerous China‘s policies that protect Chinese companies and 

adversely impact foreign firms, including required quid pro quo technology 

transfers, arbitrary censorship, and intellectual property concerns. 

Under this framework, the Comment responds to the assertions made by the 

Chinese regulatory agencies that the new mobile app regulations create a healthier 

market and protect against nefarious activities. While these rationales appear 

justified, the regulations are predominately the latest protectionist measure in a 

policy apparatus intended to disincentive foreign tech companies from operating in 

China. In so doing, the Comment concludes that these and other anti-competitive 

measures allow established domestic corporations to fill the void—even to the 

detriment of domestic start-ups. When considered with the notion that China‘s 

policy is to develop dominate players in each strategic industry, this may, in fact, 

be the actual goal—a strong domestic mobile market, closely controlled and 

monitored by powerful, known, and cooperative domestic corporations. 
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I.  INTRODUCTION 

China recently overtook the United States as the leading market for mobile 

game apps. This new status is the culmination of a drastic, decade-long market 

shift. While foreign corporations have been eager to participate in this market, new 

regulations impose vague censorship and bureaucratic hurdles. The first law, under 

the direction of the State Administration of Press, Publication, Radio, Film, and 

Television (SAPPRFT), requires government approval of mobile games available 

on Android, iOS, and any mobile app stores, including all games that were 

previously published. The second law, under the direction of the Cyberspace 

Administration of China (CAC), requires app developers to (1) record and verify 

personal information of users and (2) monitor user activities to ensure they are not 

engaging in anti-government conduct. 

These regulations are representative of a larger Chinese policy to maintain 

control of the growing information technology sector. It is no secret that China 

strictly controls the flow of information entering and being made available within 

the country through the ―Great Firewall.‖ However, a new policy initiative that 

began in 2015 has raised concerns of what hurdles the future might hold for 

foreign companies. On the one hand, China has vaguely asserted that it aims to 

ensure that strategic industries remain ―secure and controllable,‖  but on the other 
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hand, China has also indicated that it could usher in a ―fresh start‖  that relies 

predominately on domestic corporations. While Beijing has not been forthcoming 

on specific definitions, this Comment posits that China is already orchestrating a 

combination of this policy, with the recent mobile game app regulations as just 

another cog in this policy apparatus. Beyond simple censorship, this Comment will 

argue that these regulations are yet another protectionist measure in a long line of 

laws intended to discourage foreign corporations from operating in China, 

allowing established domestic counterparts to fill the void instead, even at the 

expense of domestic start-ups. 

Part II of this Comment provides foundational background on the Chinese 

mobile market, relevant Chinese agencies, and the gauntlet of licensing and 

censorship hurdles a developer had to overcome to publish within China prior to 

the recent 2016 regulations. Part III discusses the new, additional bureaucratic and 

censorship requirements promulgated under the 2016 mobile game app laws. Part 

IV emphasizes the aforementioned censorship and bureaucratic apparatus by first 

providing brief background information on China‘s Internet censorship laws and 

their impact on the global market. Part IV then discusses how China‘s new 

information technology policy is aimed at (1) making sure foreign products are 

―secure and controllable,‖  and (2) creating a ―fresh start‖  for domestic solutions. 

While interpretations of these new terms are lacking, this Comment proceeds to 

argue that these two goals are already being implemented by compelling foreign 

corporations to hand over technology; targeting foreign companies to thein order to 

benefit domestic entities; utilizing acquired technology domestically to compete 

against foreign firms; and stategicaly restricting foreign corporations from 

participating in certain sectors of the Chinese economy. Lastly, Part IV discusses 

how the 2016 mobile app regulations fit within this policy framework, creating 

further trade barriers to foreign firms who wish to do business in the Chinese 

mobile app market, while also creating untenable hardships for domestic start-ups. 

II.  BACKGROUND ON CHINA’S MOBILE APP MARKET 

A.  Exponential Growth: China’s Mobile App Market Transformation 

Over 700 million Chinese—more than half of China‘s population—are 

online,  and 92% of Chinese internet users own a smartphone.  Given this 

 

1. Paul Mozur & Jane Perlez, China Quietly Targets U.S. Tech Companies in Security 

Reviews, N.Y. TIMES (May 16, 2016), https://www.nytimes.com/2016/05/17/technology/china-

quietly-targets-us-tech-companies-in-security-reviews.html?smid=tw-share. 

2. Id. 

3. Id. 

4. Id. 

5. See Internet Users by Country (2016), INTERNET LIVE STATS, 

http://www.internetlivestats.com/internet-users-by-country/ (last reviewed on Nov. 3, 2017) 

(indicating that 721,434,547 of China‘s 1,382,323,332 population are internet users). 

6. Stewart Rogers, Rapidly Growing Chinese Mobile Market Poses a Challenge to Western 

Businesses, VENTUREBEAT (February 12, 2016), http://venturebeat.com/2016/02/12/new-data-

shows-the-staggering-growth-of-apps-and-smartphones-in-china/. 
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expansive market, it is unsurprising that China recently surpassed the United States 

as the largest market for mobile games in terms of revenue.  From 2012 to 2015, 

the mobile gaming share of China‘s total domestic video gaming industry 

increased from 5.4% to 36.6%, including export value.  This growth is the result of 

a dramatic mobile market shift in China over the past few decades.  In the 1990s, 

cell phones were predominantly used for voice and text messaging, and the 

Chinese mobile game market was dominated by foreign parties,  but the new 

millennium ―marked the advent of mobile gameplay in China.‖  By the early 

2000s, mobile use in China had grown but technical limitations impeded mobile 

gaming.  From 2004 to 2007, the Chinese market adopted smartphones, and a 

homegrown mobile industry began to emerge.  The 2008 introduction of the Apple 

iPhone, though, was the watershed moment for China‘s mobile revolution.  

The combination of new possibilities in the handset (touchscreen, motion 
sensor, precise location system, enhanced display, heavy storage, high-
quality audio, and embedded camera) and the ubiquitous connection to 
the network allowed many innovations, including application stores, 
playing on-line while on the move, multi-player games, playing across 
several media using social networks, games linked with device motion, 
and location-based gaming.  

China subsequently became the largest volume purchaser of iPhones 

globally,  putting mobile gaming capable devices in the hands of millions.  More 

significantly, the iPhone‘s introduction prompted the broader ―Shanzhei‖ 

phenomenon—local production of cheap copycats and imitators that enabled 

smartphones to further penetrate the mobile market by providing an affordable, 

 

7. Steven Peterson, Succeeding in China‘s Soaring Mobile Game Market Grows More 

Challenging, [A]LIST (Sept. 12, 2016), http://www.alistdaily.com/strategy/succeeding-chinas-

soaring-mobile-game-market-grows-challenging/. 

8. Lisa Hanson, China‘s Mobile Games Market is Growing Up, FORBES (April 14, 2016), 

http://www.forbes.com/sites/lisachanson/2016/04/14/chinas-mobile-games-market-is-growing-

up/#4fbfc3363605. 

9. See generally Zixue Tai & Fengbin Hu, Mobile Games in China: Ongoing Industry 

Transformations, Emerging Game Genres, and Evolving Player Dynamics, in MOBILE GAMING 

IN ASIA: POLITICS, CULTURE AND EMERGING TECHNOLOGIES 173-174 (Dal Yong Jin ed., 2016) 

(indicating that China, as one of Asia‘s big three players, has emerged as one of the leaders in the 

mobile game industry in recent years). 

10. Id. at 182, 184. 

11. Id. at 182. 

12. See id. at 185 (noting mobile gameplay in China grew from 2001–2004 but was limited 

by slow connectivity and minimal interactivity). 

13. Id. 

14. Id. at 185–86. 

15. Dal Yong Jin, The Emergence of Asian Mobile Games: Definitions, Industries, and 

Trajectories, in MOBILE GAMING IN ASIA: POLITICS, CULTURE AND EMERGING TECHNOLOGIES 

7 (Dal Yong Jin ed., 2016) (internal citations omitted). 

16. Shara Tibken, China Passes US to Become Apple‘s Biggest iPhone Market, CNET (Apr. 

27, 2015), http://www.cnet.com/news/china-passes-us-to-become-apples-biggest-iphone-market/. 

17. See Jin, supra note 15, at 12. (indicating that the iPhone provided millions of people 

with a gaming platform). 
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desirable alternative.  

1.  Mobile App Distribution Chain 

The Chinese mobile app environment is in constant flux, making it difficult 

for firms to enter the market.  The current distribution chain for the maturing 

Chinese mobile game market includes content providers, content distributors, and 

venues to access content.  Consumers have access to four venues to obtain mobile 

games: app stores, device manufacturers, mobile game portals, and mobile gaming 

webzines.  Content providers are the game developers. While there are over 

23,000 game developers in China,  ―the top 7 companies, which includes NetEase, 

Tencent, Giant among others—released over 150 mobile games between them in 

2015, with Tencent and NetEase accounting for the top 10 titles [in China] just 

between the two of them.‖  These two companies represent 70% of the market 

share in China.  Content distributors are the publishers that provide proprietary 

game engines, apps, and retail networks, and serve as a ―pivotal link between game 

developers and end players.‖  Tencent is a prime example of a company that is 

both a developer and a distributor of content.  

Venues that Western consumers predominantly rely upon for mobile apps are 

the Apple Store for iOS and Google Play for Android.  Typically, a device 

manufacturer pre-installs a mobile app store on a smartphone, based on the 

device‘s operating system. While Chinese users have access to Apple‘s store, 

Google and Google Play exited China in 2011 in response to cyberattacks and 

Chinese censorship requirements.  Consequently, the 70% of Chinese mobile 

 

18. Tai & Hu, supra note 9, at 186. 

19. See Sam S. Adkins, The 2014-2019 Mobile Learning Market, AMBIENT INSIGHT (Jan. 

2015), http://www.ambientinsight.com/Resources/Documents/AmbientInsight-2014-2019-China-

Mobile-Learning-Market-Abstract.pdf (―The app ecosystem in China . . . is literally morphing in 

real time and entering the market can be daunting for new companies. It is especially difficult for 

a foreign firm to gain a foothold in the country.‖). 

20. See Tai & Hu, supra note 9, at 177–81 (providing information on key actors in the 

Chinese mobile game ecosystem). 

21. See generally id. at 177–81 (discussing specifically four types of venues that directly 

deliver game content to consumers). 

22. Xianhui Che & Berry Ip, Mobile Games in China: Development and Current Status, in 

MOBILE GAMING IN ASIA: POLITICS, CULTURE AND EMERGING TECHNOLOGIES 149-50 (Dal 

Young Editor ed., 2016); see also Tai & Hu, supra note 9, at 178 (―While developers engaged in 

the mobile game business are numbered in the thousands, most of them are small-scale startups 

and cottage entrepreneurs specializing in a very small niche area of production.‖). 

23. Hanson, supra note 8. 

24. Peterson, supra note 7. 

25. Tai & Hu, supra note 9, at 179. 

26. See id. at 179 (―Fulfilling the dual role of developer/distributor are Tencent and 

Chukong Technologies.‖). 

27. See Number of Apps Available in Leading App Stores as of March 2017, STATISTA 

(2017), https://www.statista.com/statistics/276623/number-of-apps-available-in-leading-app-

stores/ (showing that out of approximately 5.7 million apps available across the top 5 app stores, 

5 million were located on Google Play and the Apple App Store).  

28. See Alexa Olesen, Google China FALLOUT: Google‘s Exit Angers China, 
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gamers who use Android devices  must instead navigate the 200 to 400 other app 

stores that filled the void of Google‘s exit.  Many of these venues are owned by 

device manufactures, such as Samsung, Huawei, and Xiaomi.  In selecting a 

distribution venue, developers focus on the top three app stores: 360 Mobile 

Assistant, Myapp, and Baidu Mobile Assistant, which account for two-thirds of all 

app downloads.  Another distribution option is mobile game portals, which serve 

as ―a Walmart-type of display and retail space for mobile game titles to players. 

Through their mobile sites and corresponding smartphone apps, they interconnect 

content distributors with end users by providing an easy-to-use transaction 

platform.‖  Lastly, mobile gaming webzines—produced by sources independent 

from distributors and developers—provide gaming news, reviews, developments, 

and download access, which enable consumers to filter through the countless 

published games every year to find the ones they want to own.  This platform is 

coveted by distributors who typically contract a 50-50 revenue sharing deal with 

the webzines to promote mobile games.  

2.  Beijing’s Invisible Hand 

China‘s transformation from a non-existent mobile gaming market in the late 

1990s to a global juggernaut today was not accidental.  ―Over the past two 

decades, state authorities have meticulously carved out a road map in order to 

foster a globally competitive Chinese mobile game industry while at the same time 

implementing a regulatory framework to dictate the rules of the [sic] play and 

confine gamers within defined boundaries.‖  State-orchestrated policy initiatives 

nurtured this growth by incentivizing the development and prosperity of a 

homegrown mobile game industry, and by staving off unwanted content from 

entering Chinese game space.  This strategy was akin to that deployed for the 

 

HUFFINGTON POST (May 23, 2010), http://www.huffingtonpost.com/2010/03/23/google-china-

news-googles_n_509550.html (discussing reasons for Google‘s withdrawal from China). 

29. Patrick Yip, 7 Little-Known Facts About the Enormous Chinese Mobile App Market, 

APPLIFT (Jun2 19, 2015), http://www.applift.com/blog/chinese-mobile-app-market. 

30. Jeff Grubb, How Google Play Could Fix the Frustrating Impenetrable Chinese Mobile 

Gaming Market, VENTUREBEAT (Mar. 6, 2016), http://venturebeat.com/2016/03/06/how-google-

play-could-fix-the-frustrating-impenetrable-chinese-mobile-gaming-market/. 

31. See Tai & Hu, supra note , at 179 (noting that the Apple store, Samsung Store, Huawei 

Store, Xiaomi Store, and Android Store are popular app stores that cater to the users of a 

particular brand of smartphone).   

32. See Vungle Marketing, What to Know About China‘s Top 3 App Stores, VUNGLE (Oct. 

9, 2015), https://vungle.com/blog/2015/10/09/what-to-know-about-chinas-top-3-app-stores/ 

(listing China‘s top three app stores and noting that those stores account for two-thirds of all 

mobile downloads). 

33. Tai & Hu, supra note 9, at 179. 

34. See id. at 180 (―[Webzines are a] much coveted avenue for mobile game marketing, and 

distributors have developed close partnership relations with Webzines in getting their titles out in 

the marketplace.‖). 

35. Id. 

36. See id. at 175 (providing context for how Chines authorities fostered a competitive 

mobile game industry). 

37. Id. 

38. See id. (describing the Chinese state‘s goal-setting to elevate the online video game 
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software industry.  China ―designated [both] as ‗national pillar industries‘ in the 

early 2000s, thus allowing them to enjoy state subsidies, tax incentives, and special 

loans and other support.‖  

One such policy was a 2003 initiative by the Ministry of Science and 

Technology that added online video games into Project 863, a state-sponsored 

program that provides financing and personal support to research and development 

for information technology enterprises.  The objective to create a homegrown 

national pillar industry was further promoted by joint directives from Chinese 

government agencies; a July 2006 ordinance from the State Council; and numerous 

other declarations. Those declarations focused ―on four broad areas: development 

of a core set of game technologies; induction of localized exemplar game content; 

construction of incubators across multiple cities to encourage game 

entrepreneurship; and implementation of a wide range of supporting industries.‖  

At the turn of the millennium, start-ups in China‘s technology and software 

sectors received dramatically reduced tax treatment, value-added tax benefits, and 

other benefits.  Furthermore, in 2005, the city of Hangzhou structured its 

economic development to embrace video games through ―a variety of local support 

mechanisms ranging from subsidies, bank loans, land lease to tax exemptions for 

upstarts and entrepreneurships.‖  In 2012, China‘s Cultural Reform and 

Development Plan for the 12th Five-Year Plan specifically included games as a 

cultural product. This policy recommended: 

Strengthening the core competitiveness of the game industry, promoting 

the development of originally-created games with ethnic characteristics, 

that are healthy and upward, raising the cultural content of game 

products. Encouraging the research and development of network game 

technology, electronic game software and hardware equipment having 

indigenous intellectual property rights, optimizing game industry 

structures, stimulating the coordinated development of game types such 

as network games, electronic games, etc. Encouraging gaming 

enterprises to forge Chinese gaming brands, vigorously expanding into 

overseas markets.  

 

industry).  

39. Tai & Hu, supra note 9, at 175. 

40. Id. 

41. See id. (―[This] program . . . provid[ed] support in terms of finance and talent 

recruitment in incubating China‘s own brand of high-tech research and development.‖). 

42. Id. 

43. See generally RICHARD P. SUTTMEIER & YAO XIANGKUI, NAT‘L BUREAU OF ASIAN 

RESARCH, CHINA‘S POST-WTO TECHNOLOGY POLICY: STANDARDS, SOFTWARE, AND THE 

CHANGING NATURE OF TECHNO-NATIONALISM 33 (2004), 

http://unpan1.un.org/intradoc/groups/public/documents/apcity/unpan026775.pdf. 

44. Tai & Hu, supra note 9, at 176. 

45. Ministry of Culture Plan for Redoubling Cultural Industries During The ―12th Five-

Year Plan‖ Period, CHINA COPYRIGHT AND MEDIA (Apr. 12, 2012), 

https://chinacopyrightandmedia.wordpress.com/2012/02/24/ministry-of-culture-plan-for-
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In doing so, the Ministry of Culture (MOC) recommended, in part, efforts 

aimed at ―[p]erfecting laws and regulations corresponding to the gaming industry, 

building supervision and management interaction platforms, [and] vigorously 

guiding sector and enterprise self-discipline.‖  

B.  Running the Gauntlet of Licensing and Censorship 

Publishing a mobile app in China can be a bureaucratic ordeal, especially for 

foreign participants. The laws are in flux, and translations from their Chinese text 

are generally not made available.  As one commenter suggested, a developer who 

is not fluent in Chinese but still decides to run the gauntlet of licensing and 

censorship must have ―an extreme masochistic streak.‖  Despite these difficulties, 

this section will attempt to highlight what developers had to consider when 

publishing a mobile app in China before the new 2016 regulations were adopted.  

Note that, unless otherwise indicated, these considerations are still operative 

notwithstanding the 2016 regulations. 

1.  Licensing 

Regardless of whether the firm is foreign or domestic, developers must obtain 

a slew of licensing documents, including an Internet Content Provider (ICP) 

license from the Ministry of Industry and Information Technology (MIIT), an 

Internet Culture Operation (ICO) license from the MOC, and an Internet 

Publishing Service (IPS) license from the General Administration of Press and 

Publication (GAPP).  

a.  Internet Content Provider License 

Using the internet for any commercial purpose requires an ICP license when 

the website‘s domain name resides on a server in China.  Without an ICP, Chinese 

 

redoubling-cultural-industries-during-the-12th-five-year-plan-period/. 

46. Id. 

47. Kendra Schaefer, Chinese ICP Licensing: What, Why and How to Get Hosted in China, 

ENVATOTUTS+ (Feb. 3, 2015), https://webdesign.tutsplus.com/articles/chinese-icp-licensing-

what-why-and-how-to-get-hosted-in-china—cms-23193. 

48. Id. 

49. Unless indicated otherwise, the regulations listed in this section of the Comment 

continue to be relevant to developers publishing in China, post-2016 regulations.  

50. Legal Primer: Regulation of China‘s Video Game Industry 2–3, THE LAW OFFICES OF 

GREG PILAROWSKI, (July 12, 2010), http://www.americanmcgee.com/wp-

content/uploads/2010/09/China-Video-Game-Industry-Legal-Primer-July-2010.pdf [hereinafter 

LEGAL PRIMER]. 

51. See Thomas M. Shoesmith & Julian Zou, China Imposes Broad New Restrictions on 

Publication of Internet Content, PILLSBURY (Feb. 24, 2016), 

https://www.pillsburylaw.com/images/content/1/0/v2/106243/AlertFeb2016ChinaChinaImposesB

road NewRestrictionsonPublicationof.pdf (―Foreign companies using the internet for commercial 

purposes in China therefore were forced either to keep their servers outside of the PRC. . . or 

enter into contractual tie-ups with 100 percent Chinese-owned ICP license-holders.‖); see also 

Measures for the Administration of Internet Information Services (Chinese Text and CECC 

Partial Translation), CONG. EXEC. COMM‘N ON CHINA (Sept. 25, 2000), 

https://www.cecc.gov/resources/legal-provisions/measures-for-the-administration-of-internet-
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hosts will not release server credentials.  By obtaining a license, the holder must 

implement ―comprehensive self-censorship, maintain records and provide 

information on content . . . and refrain from publishing over the internet any 

content which would be detrimental to national security, social stability or the 

moral well-being of the Chinese public.‖  A clever foreign developer may believe 

this license can be avoided by obtaining a domain name that resides on a server 

outside of China, however, ―applicants . . . need to specify which China-based ISP 

they will be using – and it needs to be one that is on the MIIT database.‖  

Regardless, even if a foreign firm wanted to obtain an ICP license so they could 

have a Chinese domain name, ICP licenses are generally only given to 100% 

Chinese-owned enterprises.  Granted, 49% foreign-owned joint ventures are able 

to acquire ICP licenses, but in practice, MIIT has rarely granted licenses for those 

firms.  

b.  Internet Cultural Operation License 

As noted previously, video games are cultural products,  but they are also a 

cultural export. Indeed, in contrast to Chinese music, film, or other products, 

Chinese video games have permeated the international markets.  Not only are 

Chinese games easier to adapt for foreign audiences in comparison to television 

shows, but they are also easier to develop than other media because they can avoid 

extensive censorship by having nominal, if not non-existent, storylines.  The 

 

information-services-cecc (defining commercial Internet information providers as ―any service 

activity whereby one utilizes the Internet to provide information, Web page design, or other 

services to Internet users through the Internet for compensation‖). 

52. Schaefer, supra note 47. 

53. Shoesmith, supra note 51. 

54. Digital Marketing, A Guide to Internet Content Licenses in China, DIGITAL CREW (July 

11, 2016), http://www.digitalcrew.com.au/guide-internet-content-licences-china/ (emphasis 

added). 

55. See Shoesmith, supra note 51 (―For many years, ICP licenses could only be issued to 

100 percent Chinese-owned enterprises, which meant that even a PRC subsidiary of a foreign 

company could not hold an ICP license.‖).  

56. See id. (noting that the handful of licenses for 49 percent foreign-owned joint ventures 

have only been given to major internet players). 

57. See MINISTRY OF CULTURE OF THE PEOPLE‘S REPUBLIC OF CHINA, Hulianwang 

Wenhua Guanli Zanxing Guiding, (Mar. 21, 2011) http://www.gov.cn/flfg/2011-

03/21/content_1828568.htm, translated in INTERIM PROVISIONS ON THE ADMINISTRATION OF 

INTERNET CULTURE, http://www.lawinfochina.com/Display.aspx?lib=law&Cgid=147100 (last 

visited Sept. 2, 2017) (―Internet cultural products‖ are cultural products ―specifically produced for 

the internet, such as online music entertainment, online games, online shows and plays 

(programs), online performances, online works of art, online cartoons.‖). 

58. See Tai & Hu, supra note 9, at 182 (―Video games have surpassed all other cultural 

products (more than films, music, teledrama) in China‘s creative industry in breaking into 

international markets.‖).  

59. See Adam Minter, China‘s New Weapon? Video Games, BLOOMBERG (July 6, 2016), 

http://www.bloombergquint.com/opinion/2016/07/06/china-s-new-weapon-video-games (―Unlike 

film and television producers, moreover, Chinese game studios have largely avoided censorship 

fights (there‘s not much to censor in a battle between orcs and humans).‖). 
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number of mobile games from Chinese publishers that have made it to the top 

1,000 global ranks have nearly doubled from 2015 to 2016.  

Since mobile games are considered cultural products, the MOC ―assumes 

general oversight in the regulation of video games, including production, 

publication[,] and distribution of related products.‖
 
In order to maintain an ICO 

entity within China, a license from MOC is required.  However, as with ICP 

licenses, foreign firms are restricted.  Specifically, foreign investors are barred 

from participating in this sector, and foreign entities and individuals cannot operate 

an ICO entity either directly or through de facto control,  which effectively bars 

foreign game developers from operating independently in China.  

c.  Internet Publishing Services License 

―[A]ny internet information service provider that makes works publicly 

available on the internet, including . . . audio visual products, must obtain an 

internet publishing license from GAPP.‖  The difference between the IPS and ICO 

licenses is in the name: publishing versus operating. A company that solely 

provides a service for another game, such as offering virtual currency exchange, 

has not published on the internet but is simply operating on the internet.  

Therefore, an IPS license would not be needed. Since foreign entities are barred 

from engaging in internet activities, they are manifestly barred from obtaining this 

license.  

 

60. See Dean Takahashi, Chinese Mobile Games are Spreading around the Globe, AKAMAI 

(Dec. 28, 2016), http://venturebeat.com/2016/12/28/chinese-mobile-games-are-spreading-around-

the-globe/. (―A total of 84 games from Chinese publishers made it into the top 1,000 rankings 

globally, compared with 45 a year ago. That‘s an 80 percent increase.‖). 

61. Tai & Hu, supra note 9, at 176. 

62. See Wang Rui et al., Issues Foreign Video Game Developers Face in Introducing 

Online Games to the Chinese Market, CHINA LAW INSIGHT (Sept. 28, 2010), 

http://www.chinalawinsight.com/2010/09/articles/intellectual-property/issues-foreign-video-

game-developers-face-in-introducing-online-games-to-the-chinese-market/ (―To this end, Internet 

Cultural Operation Entities for profit need apply to the PRC Ministry of Culture or its local 

corresponding branch at provincial level for an Internet Cultural Operation License.‖). 

63. Shoesmith, supra note 51; see also Measures for the Administration of Internet 

Information Services (Chinese Text and CECC Partial Translation). 
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applications for an internet culture operation license from foreign invested internet service 

providers. In addition, the Foreign Investment Catalogue prohibits foreign investment in internet 
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d.  The VIE Solution 

While foreign entities are barred from obtaining appropriate licenses to invest 

in or distribute video games in China, legal gymnastics accomplished through 

variable investment entities (VIE) have been used to bypass these restrictions.  

VIEs enable foreign investments to maneuver around Chinese laws that are based 

on traditional stockholder ownership by instead instituting control through 

contracts.  The VIE itself is the Chinese company owned by a Chinese national. 

Such an arrangement legally allows the entity to be approved for the 

aforementioned licenses.  Investors then separate a portion of the entity into a 

wholly foreign owned enterprise (WFOE), which is a 100% foreign-owned 

onshore entity.  While this entity cannot obtain business licenses, it does act as a 

middleman between the VIE and a foreign offshore entity, typically based in the 

Cayman Islands, to channel investments.  ―Generally, the foreign parent company 

exercises control over its wholly-owned subsidiary, the WFOE, which controls and 

manages the activities of the VIE through legal agreements—governed by PRC 

law—between the WFOE and VIE.‖  Under this framework, foreign developers 

can utilize domestic distributors to publish games since the domestic distributors 

are able to obtain the appropriate licenses. 

While not the main focus of this Comment, it should be noted that VIEs—

even before the enactment of 2016‘s laws—were, at best, quasi-legal under 

existing Chinese law.
 
Indeed, numerous hurdles existed for foreign companies 

who choose to utilize VIEs, including ―uncertainty with respect to the regulatory 

status of VIEs, inconsistencies in national and local enforcement of VIE 

regulations, uncertainty regarding the enforceability of the underlying legal 

agreements, and conflicts of interest between the domestic VIE shareholders and 

the foreign holding company.‖  For instance, GAPP released a notice in 2009 

asserting that the law ―expressly prohibits foreign investors from using contractual 

or other control arrangements to gain control over domestic Internet game 
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operators.‖  However, this notice was not echoed by other Chinese regulatory 

authorities, and its enforcement was minimal.  This policy landscape creates a 

precarious foreign investment environment, where Chinese corporations could 

obtain foreign funding, but the Chinese government could consequently take 

severe measures when foreign influence becomes too great.  

2.  Censorship 

Even with the aforementioned licenses, prior to 2016, game developers still 

needed to ensure their content complied with Chinese censorship under MOC and 

GAPP guidelines.  In general terms, the regulations prohibited content that: 

(1) Opposes the fundamental principles determined in the [Chinese] 
Constitution; 

(2) Endangers the unity, sovereignty or territorial integrity of the nation; 

(3) Divulges State secrets, endangers national security, or damages the 
dignity or interests of the nation; 

(4) Incites ethnic hatred or racial discrimination or undermines national 
solidarity, or infringes upon national customs and habits; 

(5) Propagates evil cults or superstition; 

(6) Disseminates rumors, disrupts social order or undermines social 
stability; 

(7) Propagates obscenity, pornography, gambling, violence or instigates 
crimes; 

(8) Insults or slanders others, or otherwise infringes upon the legitimate 
rights of others; 

(9) Endangers social morality or national splendid cultural traditions; or 

(10) Is otherwise prohibited by the laws, or administrative regulations of 
the State.  

a.  MOC Process 

MOC‘s authority to review foreign online games is directed by the Notice on 

Strengthening the Content Censorship of Online Games.  Accordingly, a domestic 

operator who imports a foreign game ―should submit [the following documents to 

obtain the required approval]: a) application form; b) specification of game 
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content; c) copyright trading or agency agreement, and the original certificate or 

the photocopy of the copyright certificate; d) the License for Cultural Business on 

Internet, and the photocopy of the applicant‘s the Incorporate Certificate; [and] e) 

other relevant documents.‖  Even after approval, any significant changes, such as 

expansion packs, will require further review.  Domestic games are not burdened 

by this pre-approval, though they are still required to follow the above restrictions 

that govern Internet content.  

b.  GAPP Process 

GAPP‘s authority over electronic publications, such as information on CDs, 

DVDs, and hard disks, stemmed from the Administrative Provisions on the 

Publishing of Electronic Publications.  However, under its authority, GAPP 

interpreted the definition of ―electronic games‖ to include online games, regardless 

of whether or not they are published in a physical form.  ―A domestic online game 

operator who imports a foreign game for publication must submit an application to 

GAPP that includes pictures of the main characters and main scenes from the 

game, the complete in-game text script and the game license agreement.‖  Similar 

to MOC, any updates to the game must be approved as well.  

III.  THE MOBILE GAME APP LAWS OF 2016 

With the Chinese mobile app industry exploding in growth, stricter censorship 

and bureaucratic laws were implemented in 2016. The first new law, administered 

under the direction of the State Administration of Press, Publication, Radio, Film, 

and Television (SAPPRFT),  requires government approval of all mobile games 

appearing on Android or iOS app stores, including all games that were previously 

published. The second law, under the direction of the Cyberspace Administration 

of China (CAC), requires app developers to (1) record and verify personal 

information of users and (2) monitor their activities to ensure they are not engaging 

in anti-government conduct (i.e., any behavior that endangers national security or 
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90. The SAPPRFT is sometimes called the General Administration of Press and 

Publication, Radio, Film, and Television. Compare HONGYI LAI, CHINA‘S GOVERNANCE 

MODEL: FLEXIBILITY AND DURABILITY OF PRAGMATIC AUTHORITARIANISM 71 (2016) 

(describing the new agency‘s name as the General Administration of Press and Publication, 

Radio, Film, and Television), with CHINA, THE STATE COUNCIL, STATE ADMIN. OF PRESS, 

PUBLICATION, RADIO, FILM, AND TELEVISION OF CHINA (Sept. 4, 2014, 9:42 AM), 

http://english.gov.cn/state_council/2014/09/09/content_281474986284063.htm (indicating that 

the agency name is the State Administration of Press, Publication, Radio, Film, and Television). 



534 TEMPLE INT‘L & COMP. L.J. [31.2 

disrupts the public order or any practice of producing, reproducing, publishing, or 

disseminating content banned by laws and regulations). This section will discuss 

these regulatory agencies and further highlight these new requirements that game 

developers will encounter. 

A.  Censorship: State Administration of Press, Publication, Radio, Film, and 

Television 

SAPPRFT was formed by the merger of the GAPP and the State 

Administration of Press, Publication, Radio, Film, and Television in 2013.  On 

February 4, 2016, SAPPRFT, with MIIT, issued the Regulations and the 

Administration of Online Publishing Services (Regulations). These Regulations, 

coupled with the contemporaneous Administrative Measures on Cultural Market 

Blacklisting (Blacklisting Measures) by the MOC, set the foundation to impose 

stricter regulations on online games, specifically foreign-copyrighted games.  

Notably, the Regulations reclassified online games as ―online publications,‖ which 

broadened the applicable scope of laws that could govern them.  The Regulations 

further defined ―online publishing‖ to mean ―providing online publications to the 

public through information networks. Therefore, any entity engaging in online 

publishing services must obtain the Online Publishing Service License from the 

SAPPRFT before commencing operations,‖  and must also comply with other 

infrastructure requirements.  The Regulations also essentially banned the use of 

interest entity structures (e.g., VIE), required approval from SAPPRFT before any 

license holder cooperates with a foreign investor for online publishing services, 

and required entities to acquire approval before publishing any online games.  

In response to the Regulations, SAPPRFT issued the Notice on the 

Administration of Publishing Services of Mobile Games (Notice).  Effective since 

July 1, 2016, the Notice requires that all mobile games be submitted with all 

relevant licenses to SAPPRFT for pre-approval twenty days prior to publishing.  

This includes all previously published games, of which there are tens of 
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thousands.  Games that are not approved by the deadline cannot be published; if 

games were already published but the application cannot be filed by the deadline, 

then they will be taken down.  When initially enacted, SAPPRFT believed it 

could process all approvals by October 1, 2016; however, because of the 

considerable amount of applications that had been filed, the deadline was 

postponed until January 1, 2017.  

Approval process times vary depending on whether the game requires a 

standard review process or if it qualifies for a simplified review process.  To take 

advantage of the latter, the following criteria must be met: 

(i) [G]ame copyright is owned by domestic individuals or entities; 

(ii) they do not contain any sensitive elements such as politics, military, 
nationality or religion; 

(iii) they have no storyline at all or only have a very simple storyline; 
and 

(iv) they are in the genres of casual games covering match-three, endless 
runner, top down shooter, board, puzzle, sports, music and etc.  

Those games that meet the above restrictive criteria can expect to be approved 

within eighteen business days;  however, once the game is launched, app 

developers still have to contact SAPPRFT to report further details of the launch.  

Conversely, for foreign copyrighted mobile games or domestic mobile games that 

do not meet the above criteria, the wait time under the standard process could be 

indefinite.  The consequence of this processing time is evidenced by the fact that 
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only ten of 1,000 approved games in the third quarter of 2016 were foreign 

games.  

As with console games, SAPPRFT reviews mobile games to ensure they do 

not include the following content: 

 Anything that violates China‘s constitution 

 Anything that threatens China‘s national unity, sovereignty, or 
territorial integrity 

 Anything that harms the nation‘s reputation, security, or 
interests 

 Anything that instigates racial/ethnic hatred or harms ethnic 
traditions and cultures 

 Anything that violates China‘s policy on religion by promoting 
cults or superstitions 

 Anything that promotes or incites obscenity, drug use, violence, 
or gambling 

 Anything that harms public ethics or China‘s culture and 
traditions 

 Anything that insults, slanders, or violates the rights of others 

 Other content that violates the law  

SAPPRFT has already frustrated developers under this law by blocking games 

because of attributes that developers consider frivolous.  For example, game 

developers have encountered difficulties using any English words, even if they are 

not vulgar words or are words commonly used in the gaming industry (i.e., 

―mission start,‖ ―warning,‖ and ―HP‖ for Health Points).  Interestingly, this is not 

a new law, but SAPPRFT began to enforce it on July 1, 2016.  To avoid these 

bureaucratic hurdles, both foreign and domestic game developers routinely choose 

to work with Chinese publishers—at a cost of $3,000 to $6,000 per game—but 

even then there is no guarantee that a game will be approved, creating further delay 

and costs for developers.  These costs are great when considered in comparison to 

the potential income generated from a mobile game; for example, one small game 

developer in China commented that a developer would be ―lucky‖ to make a few 

hundred dollars per game.  Additionally, Chinese iOS developers only earn 
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approximately three cents per download.  Foreign iOS developers were able to 

avoid these regulations at first through a loophole in iTunes, but this loophole may 

now be closed.  

B.  Data Collection: Cyberspace Administration of China 

Concurrent with the recent creation of SAPPRFT, additional organizational 

changes occurred within the Chinese government to provide more efficient 

regulatory control and oversight of internet activities; CAC oversees this 

objective.  Established in 2013, ―CAC presents itself as the architect-in-chief of 

China‘s cyber strategy.‖  While market regulations could fall under this broad 

title, in practice, the CAC‘s focus is on censorship and propaganda.
 
For instance, 

CAC recently threatened Sina, a Chinese media company, with closure unless it 

expanded censorship,
 
and cracked down on websites where users were allegedly 

spreading rumors regarding an August 2015 Tianjin explosion.  

On June 28, 2016, the CAC promulgated Administrative Provisions on 

Information Services of Mobile Internet Application Programs (Provisions), the 

first regulations directed towards mobile apps.  Effective August 1, 2016, all 

information services provided via apps and app store services now have to abide 

by additional censorship laws.  In addition, app providers are now required to 

collect all app users‘ personal information, including real name, mobile number, 

 

114. Steven Millward, Chinese iOs Developers Earn Only 3 Cents Per Download, TECH IN 

ASIA (July 9, 2012, 1:01 AM), https://www.techinasia.com/chinese-ios-app-developers-revenue-

2012. 

115. ZhugeEX, supra note 106. But see Henry Fong, Navigating the Regulatory Landscape 

in China‘s US$25 Billion Gaming Market, GAMASUTRA (Feb.17, 2017, 10:25 AM), 

http://www.gamasutra.com/blogs/HenryFong/20170217/291133/Navigating_the_Regulatory_Lan

dscape_in_Chinas_US25_Billion_Gaming_Market.php (suggesting that this loophole is no longer 

viable as developers uploading mobile games to iTunes now require SAPPRFT approval). 

116. ZhugeEX, supra note 106. 

117. How China‘s Cybersecurity Administration Works, CHINA DIGITAL TIMES (Sept. 16, 

2016, 10:02 PM), http://chinadigitaltimes.net/2016/09/chinas-cyberspace-administration-works-

doesnt/. 

118. Id. 

119. China Orders Media Giant Sina to ‗Improve Censorship,‘ PHYS.ORG (Apr. 12, 

2015), https://phys.org/news/2015-04-china-media-giant-sina-censorship.html. 

120. China Cracks Down on Websites Accused of Spreading ‗Rumors‘ About the Tianjjin 

Blast, VICE NEWS (Aug. 17, 2015), https://news.vice.com/article/china-cracks-down-on-

websites-accused-of-spreading-rumors-about-the-tianjin-blast. 

121. China Publishes First Regulation Expressly Regulating Mobile Apps, HUNTON & 

WILLIAMS: PRIVACY & INFO. SEC. L. BLOG (July 1, 2016), 

https://www.huntonprivacyblog.com/2016/07/01/china-publishes-first-regulation-expressly-

regulating-mobile-apps/. The State Internet Information Office is the former name of the 

Cyberspace Administration of China (CAC). Rogier Creemers, China‘s Internet Gambit, CHINA 

US FOCUS (Dec. 12, 2014), https://www.chinausfocus.com/peace-security/chinas-internet-gambit. 

122. Laney Zhang, China: Cyberspace Administration Releases New Rules on Mobile Apps, 

LAW LIBR. OF CONG., (July 26, 2016), http://www.loc.gov/law/foreign-news/article/china-

cyberspace-administration-releases-new-rules-on-mobile-apps/. 



538 TEMPLE INT‘L & COMP. L.J. [31.2 

and other identifying information.  App providers must also monitor online 

content, archive user activity for sixty days, and take the initiative to notify 

government authorities of any violations, such as publishing banned content.
 

Similarly, app stores must also ensure app providers are only publishing lawful 

content.  CAC has commented on the necessity of the Provisions, noting that 

―[l]awbreakers exploit a handful of apps to disseminate violent, terrorist, obscene 

and pornographic information and rumours against the law.‖  

IV.  APP LAWS REPRESENT ANOTHER STEP TOWARDS CHINESE 

PROTECTIONISM OF ESTABLISHED DOMESTIC CORPORATIONS 

Mobile game developers, both foreign and domestic, have criticized the 2016 

regulations of SAPPRFT and CAC as unnecessary barriers. Indeed, as one 

commenter noted, the new rules are a ―ridiculous, inefficient-sounding process that 

only a government body could come up with.‖  In response, SAPPRFT has 

asserted that the regulations will create a healthier market for mobile games by 

increasing quality and reducing piracy,  while CAC has expressed that the law is 

necessary to ensure apps are not used for nefarious purposes.  

At face value, these rationales may seem justified. However, this section will 

argue that the regulations are not simply a form of political censorship, but are yet 

another protectionist measure in a long line of laws and policies intended to 

disincentivize foreign technology companies (and other industries generally) from 

operating in China. In so doing, these and other anti-competitive measures allow 

established domestic corporations to fill the void—even at the detriment of 

domestic start-ups. Section A will first provide background information of China‘s 

transition from promoting domestic establishments in China (such as Chinese 

factories and offices owned by Chinese or foreign firms) to focusing on Chinese-

owned firms. Section B will highlight how China‘s efforts to promote Chinese 

firms has led to an increase in protectionist policies and regulations that compel 

foreign technology firms to exchange their technology for market access which is 

then used against them, deploy other tactics to hamper foreign firms, or effectively 

block their entry entirely. Lastly, Section C will utilize Section B‘s findings to 

posit that the 2016 mobile app regulations will similarly act as an additional trade 

barrier to foreign firms who wish to do business in the Chinese mobile app market, 

while suppressing domestic start-ups who might challenge the established 

corporations. 
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A.  China’s Transition from Incentivizing Domestic Establishments to 

Promoting Chinese Firms 

It is no secret that China has had an economic boom over the past thirty-five 

years.  ―One key reason for China‘s miraculous economic growth is its 

participation in international trade. In 1978, China accounted for less than one 

percent of world trade. That percentage jumped to over ten percent in 2013, twelve 

years after China‘s accession to the World Trade Organization.
‖

 China‘s 

motivation to join the World Trade Organization (WTO) was in part based on 

recognizing the need to utilize market signals—rather than government control—to 

maintain its economic growth of the 1980s and 1990s.  Indeed, Chinese reforms 

in the 1990s that began moving the country from a centrally-planned economy to a 

market-oriented economy were the catalysts that grew the country from the 

thirtieth to the sixth largest economy in the world between 1970 and 2000.  

Before the turn of the twenty-first century, China sought to both incentivize 

foreign corporations to establish themselves in China and to encourage foreign 

direct investment.  While Chinese policy was at times unfair or mercantile, it was 

tolerated by foreign entities and governments because it created an environment 

for low-cost production, which benefited foreign corporations and foreign 

consumers.  Joining the WTO required China to make drastic economic changes 

to reduce trade barriers, which they began implementing after being accepted into 

the WTO.  However, ―[t]he trouble is that China has never genuinely accepted the 

basic rules governing the world economy.‖  As such, this transition to adopt 

WTO guidelines stalled in 2003 under new Chinese leadership that ―pursued new 
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and more expansive industrial policies, often designed to limit market access for 

imported goods, foreign manufacturers and foreign service suppliers, while 

offering substantial government guidance, resources and regulatory support to 

Chinese industries, particularly ones dominated by state-owned enterprises.‖  

By 2006, Chinese strategy had shifted from attracting commodity-based 

production facilities owned by foreign corporations to promoting the growth of 

domestic Chinese companies.  While it is not uncommon for governments to 

provide policy incentives to encourage companies—regardless of nationality—to 

establish themselves within their respective countries, China‘s new goal was 

narrowly and specifically focused on promoting and protecting Chinese firms, 

instead of Chinese establishments, to the detriment of foreign firms.  This policy 

change was signaled in January 2006 when ―China initiated a 15-year ‗Medium- to 

Long-Term Plan [(MLP)] for the Development of Science and Technology.‘‖  

The MLP called upon China to develop capabilities for indigenous innovation in 

core strategic research areas, as well as in frontier technologies, engineering 

megaprojects, and science megaprojects.  

The objective was not solely for China to have access to these technologies, 

but also to have Chinese-owned firms master these core technologies and become 

national champions—large state-owned enterprises with highly recognizable 

Chinese brands—that would dominate domestically and compete globally.  In 
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pursuing this objective, the MLP directed that ―[a]ll policies and measures shall be 

made such that they are conducive to enhancing indigenous innovation 

capability,‖  and left ―no doubt that the MLP contain[ed] techno-nationalist 

notions of self-reliance.‖  Indeed, ―the plan is considered by many international 

technology companies to be a blueprint for technology theft on a scale the world 

has never seen before.‖  In acquiring these technologies, China‘s goal was 

defined by its pursuit of economic independence instead of trade, which conflicts 

with a global trading system theory that assumes countries will strive to achieve a 

competitive, not absolute, advantage in industries.  

B.  Clearing Foreign Corporate Participants for Domestic Growth 

In its effort to promote and protect Chinese firms, Chinese policies have 

stymied—or effectively exiled—technology and other industry competitors from 

China.  In their absence, domestic juggernauts have risen.  By following this 

policy, China is arguably mirroring the policy footsteps of Japan, South Korea, and 

India.  Yet, China‘s policy is more impressive in scope and strength: 

[T]he Chinese government is remarkable in how aggressively it applies 
these policies, how many of its agencies are involved, how quickly and 
radically it changes the rules, how many unique technology and product 
standards it tries to impose, and how subtly its regulations violate the 
spirit, if not the letter, of multilateral agreements.  

This section outlines the Chinese policies that have been implemented in an 

effort to accomplish the goals of promoting national champions. First, this section 

will highlight how the promise of the bountiful Chinese market lures foreign 

corporations to release their invaluable technology to Chinese firms for the mirage 
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of market access. Then, it will highlight how foreign companies are targeted to the 

benefit of domestic entities through Chinese policy and regulations. Finally, it will 

provide examples of how foreign firms ultimately are pushed out of the technology 

sector to the benefit of domestic Chinese firms. 

 

 

1.  Assets for Access 

China has a longstanding history of requiring quid pro quo technology 

transfers to allow businesses to obtain access to Chinese markets.  Since China‘s 

accession into the WTO, this policy has been implicitly enforced through 

requirements such as joint ventures.  Such requirements allow China to avoid 

WTO regulations which forbid countries from requiring technology transfers for 

foreign direct investments.  Though the WTO prevents explicit demands,  a 

2012 US-China Business Council survey found, ―36 percent of respondents 

indicated they were asked in the past three years to make such a transfer as a 

requirement for gaining an investment, project, product or market entry 

approval.‖  Robert D. Atkinson, president of the Information Technology & 

Innovation Foundation, stated the dilemma foreign businesses face in sharing 

technology: ―They do it with a gun to their head. [The Chinese] . . . say either 

you‘re going to make these investments[,] or you‘re not going to get access to the 

market.‖  

Indigenous innovation is accelerated by these required technology transfers 

because China can leapfrog by using another country‘s research and 

development.  Technology transfers allow China to outpace competition: 

They let Western firms into the domestic market (SAIC, Volkswagen, 
Audi) and co-produce products using Western technology, slowly 
learning from them and then creating back door competitors on the home 
turf. These firms then push out the original Western firms after they 
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reach a level of sophistication.  

The goal is to create a ―tipping point at which multinational corporations will 

have to locate their most-sophisticated R&D projects and facilities in China, 

enabling it to eventually catch up with or supplant the U.S. as the world‘s most 

advanced economy.‖  In 2010, approximately 50% of Chinese technology 

originated from foreign firms.  

While foreign businesses trading technology run a risk of turning ―local 

upstarts into true rivals,‖  they are enticed by the immense Chinese market with a 

population of more than one billion people.  In the 1980s and 1990s, foreign 

companies had little to fear from fledgling Chinese businesses which utilized 

shared technology.  However, ―that gamble is increasingly looking like a sucker‘s 

bet loaded in China‘s favor,‖ with a maturing Chinese information technology 

sector that can now compete domestically and globally.  In a smaller market, 

companies could avoid these technology transfer tactics by simply not participating 

in the country‘s market;  however, a multinational company cannot easily ignore 

the opportunity represented by the second largest economy in the world.  As such, 

[f]oreign companies capitulate because they have little choice; they 
either give up their technology or lose out to other competitors that are 
willing to make the essentially Hobson‘s choice. Industrial organization 
economists refer to this type of market as monopsonistic: having one 
buyer that can set largely whatever terms it wants against competitive 
sellers.  

2.  Domestic Preference, Foreign Bias 

China‘s economic policy is ―not merely competitive advantage, but absolute 

advantage‖ for domestic Chinese-owned firms—that is, it seeks to dominate all 

aspects of the market by destroying any advantage of a viable external 

competitor.  In achieving this, required technology transfer is only a single tool 
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utilized by the Chinese in its attempt to acquire market dominance.  China 

implements differential treatment between domestic and foreign corporate entities 

with regard to tax, transfer pricing, visa, and custom laws;  turns a blind eye 

towards intellectual property theft —notably software piracy;  disregards 

international domestic technology standards;  requires onerous regulatory 

certification requirements, such as those outlined above for mobile game apps;  

sustains Chinese state-owned enterprises, even when operating at a loss, that 

compete with foreign corporations;  grants export subsidies;  and grants export 

financing.  Moreover, the primary target for anti-monopoly law enforcement has 

been foreign corporations  to the benefit of ―national champions.‖  
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Consequently, 

[t]he government does indeed seem to be giving the local companies a 
pass. While bureaucrats are raiding foreign-run factories, imposing 
sizable punishments on multinationals, and making demands on 
transactions that have little to do with China, enforcement of other 
domestic regulations come up almost comically short . . . . While the 
regulators are going after foreign companies, they appear to be taking it 
easy on local enterprises . . . . This double standard may indicate that the 
great enforcement crackdown is as much a matter of industrial policy as 
it is an effort to raise taxes and prevent economic concentration.  

This domestic industry preference and foreign bias in the information 

technology sector is exemplified by China‘s internet censorship and other 

technology regulations. It is no secret that China strictly controls the flow of 

information entering and manifesting within the country, viewing it as a matter of 

national security.  China‘s infamous ―Great Firewall,‖ otherwise known as the 

Golden Shield Project, bars numerous foreign websites from being viewed within 

mainland China.  However, ―[m]uch of the blocking appears arbitrary; for 

example, a major home improvement site in the United States, which would appear 

wholly innocuous, is typical of sites likely swept up by the Great Firewall.‖  

There are solutions to get around the firewall, such as using a virtual private 

network,  but if a company is trying to reach the masses it cannot rely on a 

consumer to use similar methods. Consequently, ―[o]ver the past decade, China‘s 

filtering of cross-border internet traffic has posed a significant burden to foreign 

suppliers, hurting both internet sites themselves, and users who often depend on 

them for their business.‖  
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While China has developed domestic alternatives to Google and other blocked 

multinational internet companies, Chinese developers and professionals suffer 

from the alternative platforms‘ lack of resources. For instance, Chinese developers 

cannot take advantage of Google‘s public libraries of fonts and code, which 

requires greater costs and resources to recreate; Chinese researchers are unable to 

access data not kept on Chinese servers; and—as noted—foreign and domestic 

mobile app developers are forced to alter their apps to comply with Chinese 

regulations.  Moreover, the established flow of information in the global 

marketplace is disrupted by Chinese censorship regulations: 

In international companies, for instance, many business applications such 
as statistics and database programs are not run on local computers, but 
rather on servers based at corporate headquarters. If connections are slow 
or VPNs unstable, these applications cannot always be accessed from 
China. Even simply transferring files to colleagues in other countries can 
be a trying experience.  

Indeed, in 2015 surveys, more than 80% of U.S. companies found Chinese 

internet censorship to be detrimental to business; more than 85% of European 

companies reported a negative impact on business, and 13% of European 

companies surveyed have postponed investments in Chinese-based research and 

development.  

It should be no surprise then that multinational companies and foreign 

government agencies have responded negatively to China‘s internet policy. In 

2008, Pablo Chavez, Senior Policy Counsel of Google, released a memo that 

highlighted concerns of Chinese censorship and recommended strategies to ensure 

universal expression of speech on the internet, including making censorship a 

―central element of our bilateral and multilateral trade talks.‖  Google later pulled 

out of China in 2010 due to regulatory concerns.  In 2011, the United States 

expressed concern through the WTO about China‘s internet restrictions.  The 
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United States labeled the restrictions as a ―commercial barrier‖ that was 

specifically detrimental to United States small businesses since website 

accessibility was a critical element to reach Chinese consumers.  More recently, 

Netflix pulled its service out of China in 2016, admitting that ―[t]he regulatory 

environment for foreign digital content services in China has become challenging,‖ 

and content would be licensed to local companies instead.  

These challenges culminated in early 2016 with a United States Trade 

Representative report that added the Great Firewall to a list of impediments to 

trade with China.  It found that ―Chinese companies dominate the China [internet] 

market, due primarily to restrictions imposed on foreign companies by the Chinese 

government.‖  The report highlighted multiple barriers, including how foreign 

companies must partner with a Chinese company to participate in the development 

of cloud computing; that China imposes a value-added telecommunications 

licensing requirement on cloud computing, despite it not being in the 

telecommunication sector; and how multiple Chinese agencies have jurisdiction 

over electronic commerce and impose a range of burdensome restrictions on 

internet use.  The report continued by noting: 

While the purpose of the Internet restrictions purportedly is to address 
public interest concerns enumerated in Chinese law, China‘s regulatory 
authorities frequently take actions that appear to be arbitrary, rarely issue 
lists of banned search terms or banned sites and provide little or no 
justification or means of appeal when they block access to all or part of a 
website, putting providers of Internet-enabled services in a precarious 
position, as they attempt to comply with Chinese law that can seem 
arbitrary.  

In fact, causing confusion may be an operative feature of regulatory decisions 

that serves to deter people, not a bug or a symptom of agency incompetence: 

China‘s vaguely-defined web content rules and inconsistent censorship 
enforcement work the same way as the fog near a cliff: since people 
can‘t see exactly where the edge is, they‘re more likely to stay far away 
from it, just in case. There‘s no toeing the line, because nobody knows 
exactly where the line is. So instead of pushing the envelope, many 
people choose to censor themselves.  

Consequently, Chinese agencies have created a regulatory environment of 

vagueness that, while frustrating to foreign corporations, allows Chinese agencies 
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to enforce the laws selectively. 

More recently, China specifically reiterated its target of the information 

technology sector through the Internet Plus plan and subsequently passed 

regulations. During the height of the dot-com bubble  in the United States, China 

only had approximately one million internet users.  When the internet became 

more accessible, China found itself in competition with established Western 

internet companies.  Subsequently, in 2010, Chinese officials recognized a need 

to ―[protect] national sovereignty in cyberspace.‖  In July 2015, China unveiled 

the Internet Plus plan, which aimed to ―integrate mobile Internet, cloud computing, 

big data and the Internet of Things with modern manufacturing, to encourage the 

healthy development of e-commerce . . . and to help [Chinese] Internet companies 

increase their international presence.‖  

To pursue the Internet Plus policy, Beijing promulgated a new paradigm for 

industry-specific regulations: ―secure and controllable.‖  Chinese President Xi 

Jinping stated that ―[China] must accelerate the advancement of domestic 

production, indigenous and controllable substitution plans, and the building of 

secure and controllable information technology systems.‖  As with many 

Chinese regulations, there is no clear definition yet for the phrase ―secure and 

controllable.‖  This vagueness means that ―the government and Chinese industry 

have broad discretionary authority to launch intrusive security audits or reject 

foreign suppliers altogether as not secure.‖  

For instance, a multitude of relevant technology laws congruent with this 

policy have been recently passed, including the National Security Law, 

Counterterrorism Law, and Cybersecurity Law.  The National Security Law is a 
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broad and vague umbrella law that serves to increase information security across 

government agencies by expanding the definition of security to include the 

economy, financial system, indigenous technology innovation, and social 

stability.  The law also lays down the foundation for reviewing foreign 

investment, similar to the Committee on Foreign Investment in the United States.  

The Counterterrorism Law requires internet service providers to provide technical 

support in terrorism cases, such as decrypting data.  

Lastly, the Cybersecurity Law, which was implemented in June 2017, 

requires companies to undergo security inspections to ensure compliance with 

government regulations.
 

 The law further requires information infrastructure 

operators to store user data within China, and would allow authorities to cut 

internet access in public-security emergencies.  Ultimately, it ―allows the Chinese 

regime to codify, and, in turn, further, its current practices of surveillance, 

censorship, and market protectionism into written policy—explicitly tied to the 

nation‘s national security.‖  The Economist aptly describes this internet regime as 

a ―techno-nationalist Trojan horse.‖  Interestingly, while China has compromised 

with U.S. lobbying efforts regarding some of the aforementioned regulation—such 

as removing localization requirements under the Counterterrorism Law—these 

requirements curiously resurfaced in other laws, such as in the Cybersecurity 

Law.  

The ―secure and controllable‖ requirement could also provide additional 

authority for Chinese agencies to force companies to hand over source code or 

encryption keys.  In fact, China has already attempted to acquire source code 

from tech companies.  At the very least, the government appears to be connecting 

security with localization in China, which gives domestic Chinese companies a 
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216. The Economist (@TheEconomist), TWITTER (Nov. 16, 2016, 4:28 PM), 

https://twitter.com/TheEconomist/status/797959445611421696. 

217. See Sacks, supra note 203 (showing data localization requirements remain a high 

priority in Beijing, despite the removal of such requirements from the Counterterrorism Law). 

218. Paul Mozur & Jane Perlez, China Quietly Targets U.S. Tech Companies in Security 

Reviews, N.Y. TIMES (May 16, 2016), http://www.nytimes.com/2016/05/17/technology/china-

quietly-targets-us-tech-companies-in-security-reviews.html?smid=tw-share. 

219. See Aaron Pressman, Apple Says it Rejected Chinese Demand for Source Code, 

FORTUNE (Apr. 19, 2016), http://fortune.com/2016/04/19/china-demanded-apple-iphone-code/ 

(noting that China has repeatedly requested source code from Apple for iOS software). 
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competitive edge.  In a discussion log submitted by Technical Committee 260, a 

national committee that defines the world‘s cybersecurity standards, Guo Qiquan, 

chief engineer of the China Ministry of Public Security‘s Network Security 

Bureau, candidly writes ―[t]he big trend is called shifting to domestic production 

. . . But it can‘t be written that way, so one calls it independent and controllable.‖  

Requiring data localization under the Cybersecurity Law places a financial burden 

on those companies without data centers located in China, and could also burden 

the growth of domestic Chinese tech startups.  Moreover, foreign companies may 

simply refuse to do business in China for security or integrity concerns raised by 

these requirements, as infamously evidenced through the business decisions of 

Google, Facebook, and Twitter regarding content removal.  

In contrast, President Xi indicated that China could ―make a fresh start,‖ and 

―thoroughly shake off our reliance on foreign technology and rely on indigenous 

innovation to pursue development.‖  This policy is congruent with the 

government‘s transition, noted above, of China providing preferential treatment to 

Chinese firms, at the detriment of foreign companies.  President Xi ultimately 

appears to have concluded that the ―secure and controllable‖ and ―fresh start‖ goals 

were not diametrically opposed, but rather that some middle ground could exist.  

As discussed in the next section, ―for companies like Apple, this could be the worst 

of both worlds: greater scrutiny from China‘s government, and greater competition 

from Chinese firms.‖  

3.  China’s Bias in Intellectual Property 

This domestic preference and foreign bias in the information technology 

sector is further demonstrated through China‘s lackluster intellectual property (IP) 

enforcement. As noted, China has historically turned a blind eye towards IP theft,  
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such as inventions  and software piracy.  One reason is the difficulties of 

enforcement.  Although China is taking strides to improve its IP enforcement, 

case studies‘ findings on bias are still conflicted.  However, while rates of patent 

litigation wins might be similar between domestic and foreign firms,  cases 

involving foreigners only represent 1.3% of China‘s 2015 docket.  One 

explanation for this low number of cases is that ―Chinese courts expect more from 

foreign parties,‖ which puts foreign firms at a disadvantage, and therefore foreign 

firms are only filing lawsuits where they have a strong case.  Furthermore, 

―[t]here is still a clear delineation in cases where there is national interest,‖ such as 

energy, infrastructure, and telecommunications industries, where China supports 

national champions.  For instance, in Huawei v. InterDigital, the Chinese judges 

. . . advocated that Chinese companies more aggressively use Chinese 
domestic antitrust law to address technology roadblocks in China and 
overseas: ―Huawei is good at using antitrust laws as a counter-weapon, 
which other Chinese companies should study . . . domestic enterprises 
[should] break through technical barriers in the development of space for 
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their own gain, through bold use of antitrust litigation.‖  

China‘s regulations, enforcement, and policy manifest an environment for 

foreign corporations that, if not explicitly hostile, is at least implicitly inhospitable, 

and therefore beneficial to domestic firms. 

4.  Consequences of a Regulatory Environment Inhospitable to Foreign 

Firms 

Foreign firms have come to the sobering realization that the Chinese markets 

are becoming an untenable investment, as they are outmaneuvered or replaced by 

domestic upstarts, and burdened by government regulations, policies, and courts. 

For years, Chinese authorities have targeted a number of Western technology 

giants, including Microsoft, Qualcomm, Google, Intel, Cisco, IBM, Oracle, and 

Apple.  These ―guardian warrior‖ companies had ―seamlessly penetrated‖ 

Chinese society, and China wanted to replace them with domestic counterparts.  

Of these, Apple largely remained unscathed from Chinese oversight, having 

maneuvered into an agreement with China Mobile, a Chinese wireless carrier, to 

sell the iPhone.  However, Apple‘s streak of fifty-one consecutive quarters of 

sales growth ended in early 2016  with 58% of its overall decline in growth 

attributable to slumping sales in China, Taiwan, and Hong Kong.  In its place, 

Oppo and Vivo—domestic Chinese phone producers that were relatively unknown 

until recently—produced one-third of smartphones sold in China in the third 

Quarter of 2016, with Apple only retaining 7% market share.  China also dropped 

Apple from approved state purchases,  and shut down Apple‘s iBooks store and 

iTunes Movies store due to regulation concerns, which competed directly with 
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Chinese internet company products.  Chinese courts recently ruled against Apple 

in a patent case for supposedly copying the iPhone 6 design from a little known 

Chinese company, barring the phone from being sold in Beijing.  Additionally, 

Apple also lost a trademark case for the term ―iPhone,‖ allowing a little-known 

accessory maker to use the term for wallets and purses.  Most recently, Apple was 

forced to remove the New York Times app from the Apple store due to violations of 

China‘s ―local regulations,‖ but when questioned, Apple declined to specify what 

those regulations actually were.  

The other guardian warrior companies have met similar pushback. For 

instance, Qualcomm, a world leader in next-generation mobile technologies, faced 

its own Chinese hurdle, after being hit with a $975 million antitrust fine in 2015 

that also required it to offer communication system licenses at a sharp discount to 

domestic competitors.  Additionally, Microsoft, Intel, and IBM have expressed 

significant concerns regarding the Cybersecurity Law that will require them to 

hand over their source code, arguing that sharing source code would not fulfill 

China‘s alleged objective of ensuring the software is secure or controllable.  

Microsoft was also specifically targeted by antimonopoly regulators in China.  

Google, as noted above, has withdrawn itself from China due to security and 

censorship concerns, although China promises to welcome their return once they 

can ―respect China‘s laws.‖  

Not wanting to forgo Chinese market participation, these companies are 

forced to find refuge from regulations in joint-owned ventures. Qualcomm has 

teamed up with Guizhou Province to distribute customized server chips to Chinese 

customers.  Microsoft has partnered with state-owned enterprise China 

Electronics Technology Group to create a Windows 10 tailored for government 
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clients, and has stopped promoting its search engine, Bing.  Cisco is working with 

state-owned enterprise Inspur to create localized networking gear. Apple recently 

invested $1 billion in Didi, a Chinese ride-sharing app that beat out Uber, which 

could ―indirectly help Apple‘s relationship with Beijing officials.‖  In fact, it 

appears that becoming a Chinese firm is the best business decision for 

companies.  This strong shift, and a greater preference for reduced risk, is 

reflected by the number of U.S. tech company acquisitions of Chinese firms 

plummeting from fifteen in 2011, to only one in 2015.  

However, joint venturing typically requires technology transfers,  and also 

increases the risk of unauthorized IP acquisition.  As noted earlier, the Chinese 

strategy to promote indigenous innovation is meant to allow domestic firms to 

advance technologically by conducting technology transfers with foreign firms.  

Following such transfers, these domestic partners become rivals, who are able to 

eventually push out Western firms.  As a result, commentators have criticized 

IBM‘s cooperation with domestic Chinese tech firms that explicitly seek to replace 

U.S. companies.  China seeks to replace Microsoft‘s Windows OS with a 
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homegrown version.  Similarly, Qualcomm may find the chip industry becoming 

more crowded with Chinese competitors, as China promotes domestic 

semiconductors firms.  

While companies such as Microsoft, IBM, and Qualcomm have found ways 

to work with China and various state-owned corporations, for many foreign 

companies the environment has simply become too hostile. A 2016 survey from 

the American Chamber of Commerce in China found that 77% of respondent 

businesses felt unwelcome, with 25% planning to move production capacity 

outside of China.  Concerns include labor costs, regulatory challenges, and IP 

threats.  These statistics are unsurprising considering the history of how past 

industries have fared with these barriers. For instance, in 2009, China wanted to 

improve its high-speed rail system, and sought the investments of foreign 

companies to form joint-ventures with state-owned entities, China South 

Locomotive & Rolling Stock Corporation Limited (CSR) and China Northern 

Railroad (CNR).  However, it required the selected firm to not only transfer 

relevant technology  and to hold only a 49% stake in the new company,  but to 

also develop a local supply chain in China and teach Chinese engineers.  While 

the selected foreign company acquired short-term profits from the venture, they 

have ultimately retained scant market share in China.  Instead, CSR and CNR 

utilized the acquired technology, and now dominate the local Chinese market. 

They have even branched out into developing and developed markets, including 

the U.S.  

Goldwind, now one of China‘s largest wind-turbine manufactures, received 

technology transfers from Danish and German companies in the late 1980s and 
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1990s.  After receiving the technology, China passed regulations requiring 70% 

of turbine parts to be produced locally to qualify for government contract 

projects.  Decried as a violation of the World Trade Organization, and pressured 

by the United States, the Chinese subsequently revoked this local production 

requirement in 2009, ―[b]ut by then, the policy was no longer needed. Some 

Gamesa wind turbines exceeded 95 percent local content.‖  Top foreign wind 

turbine manufactures have since complained of being denied large projects in 

China, even after investing heavily in China-based manufacturing operations.  

Additionally, China‘s policy to end the use of sub-1 megawatt turbines is alleged 

to be discriminatory since foreign firms do not generally produce turbines of larger 

capacity.  As of 2014, no foreign wind-turbine manufacturers have gained any 

substantial presence in China or won any concession tender.  In contrast, China‘s 

Goldwind has grown into a multinational firm that now manufactures turbines in 

the United States.  

Within the ride-sharing industry, Uber stumbled after China passed 

regulations banning subsidized rides, stripping Uber of its business strategy for 

entering new markets,  and allowing its competitor, Didi, to administer a 

competitive coup de grâce.  Current guardian warrior companies in joint ventures 

 

274. Frauke Urban et al., Firm-Level Technology Transfer and Technology Cooperation for 

Wind Energy Between Europe, China and India: From North-South to South-North 

Cooperation?, 28 ENERGY FOR SUSTAINABLE DEV. 30, 31 (2015), 

https://www.researchgate.net/publication/280694478_Energy_for_Sustainable_Development. 

275. RICHARD J. CAMPBELL, CONG. RES. SERV., CHINA AND THE UNITED STATES—A 

COMPARISON OF GREEN ENERGY PROGRAMS AND POLICIES 15 (2014), 

https://fas.org/sgp/crs/row/R41748.pdf; see also Keither Bradsher, To Conquer Wind Power, 

China Writes the Rules, N.Y. TIMES (Dec. 14, 2010), 

www.nytimes.com/2010/12/15/business/global/15chinawind.html (discussing how, in response to 

this regulation, Spanish turbine producer Gamesa sent Spanish engineers to China to not only 

oversee construction of the turbine factories but also to teach the Chinese how to make the 

necessary components). 

276. Bradsher, supra note 275. 

277. China‘s Wind Turbine Bidding Process Unfair, Say Foreign Firms, INT‘L CENTRE FOR 

TRADE & SUSTAINABLE DEV. (June 12, 2009), https://www.ictsd.org/bridges-

news/biores/news/china%E2%80%99s-wind-turbine-bidding-process-unfair-say-foreign-firms. 

278. Id. But see id. (―But officials insist that this [turbine] preference is based on local 

conditions, rather than an effort to buoy local manufacturers.‖). 

279. RENEWABLE ENERGY SOLUTIONS, ONSHORE AND OFFSHORE WIND ENERGY IN 

CHINA: CHINA‘S OFFSHORE WIND AMBITION (PART 3 OF 4) 10 (2014), 

http://www.resols.com/sites/default/files/China_report/Chinas_offshore_wind_ambition_re-

sols_3.pdf.  

280. See Susan Kraemer, Chinese Turbine Maker Goldwind to Supply Wyoming with 1.9 

Gigawatts of Wind, CLEAN TECHNICA (Nov. 4, 2016), 

https://cleantechnica.com/2016/11/04/chinese-turbine-maker-goldwind-supply-wyoming-1-9-gw-

wind/ (discussing Goldwind‘s dominance in China and its slow introduction globally). 

281. See Leslie Hook, Uber‘s Battle for China, FT WEEKEND MAG. (June 2016), 

https://ig.ft.com/sites/uber-in-china/ (explaining how Uber uses subsidies to fight for market share 

in China). 

282. See Brad Stone & Lulu Yilun Chen, Uber Slayer: How China‘s Didi Beat the Ride-

Hailing Superpower, BLOOMBERG: TECH. (Oct. 6, 2016), 

https://www.bloomberg.com/features/2016-didi-cheng-wei/ (providing history of Didi in its 



2017] INCREASING THE DIFFICULTY LEVEL 557 

 

with technology transfers —handicapped by Chinese regulations and policy —

may be destined to repeat history in their respective technology sectors.  

It would be disingenuous though, to posit that Western firms have not 

dominated the Chinese market simply because of onerous Chinese regulations and 

policy. To the contrary, Western firms largely fail to properly localize their 

products to meet China‘s unique social and economic ecosystem.  However, 

Uber‘s capitulation may have finally shattered the notion that a foreign tech 

company can ever dominate the Chinese market.  ―It destroyed it by doing nearly 

everything right.‖  For example, Uber engaged in socialist rhetoric by calling 

itself the ―People‘s Uber‖ —demonstrating a strategy that includes paying 

homage to the Chinese communist government.  It also spent billions to 

compete,  partnered with Chinese search engine Baidu for map services,  and 

jumped through numerous localization hurdles.  However, it was simply not 
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enough.  While it is unclear whether Uber would have succeeded in a more 

favorable regulatory environment,  it is evident that non-Chinese Uber was 

establishing itself in a grey, unregulated area of Chinese law before it was 

slammed with a national regulation that all but destroyed Uber‘s business model,  

yet allowed the Chinese national champion company Didi  to remain standing.  

There is a Chinese saying that ―[t]he nail that sticks up is the nail that gets 

hammered down.‖  Here, Uber was a foreign threat in an unregulated 

marketplace, competing against a national champion; the Chinese regulatory 

hammer was inevitable. 

C.  The Inevitability of Stricter Mobile Game Regulations 

The adoption of the Regulations and the Administration of Online Publishing 

Services by SAPPRFT and the Administrative Provisions on Information Services 

of Mobile Internet Application Programs by CAC in 2016 is not surprising when 

considered in the context of China‘s larger strategy to promote domestic firms in 

the technology sector. First, this section highlights how these mobile game app 

regulations fit within the established policy framework to promote domestic firms 

to the detriment of foreign firms. Second, this section will then outline how mobile 

game app regulations similarly chill foreign game developers from entering the 

Chinese market, promote established domestic software development firms, and 

stymy Chinese development start-ups. 

1.  Consistent with Chinese Policy 

For over a decade, China has shifted its strategy from attracting commodity-

based production facilities owned by foreign corporations to promoting the growth 

of domestic Chinese companies instead,  specifically in science and technology.  
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In an effort to promote this goal, regulations have, directly or indirectly, stymied 

the success of foreign firms to the benefit of domestic corporations.  The Chinese 

mobile game market, as a component of the technology sector, is no exception.  

Indeed, networked video games were seen as cultural products,  and designated as 

―national pillars‖ in the early 2000s, providing involved corporations access to 

state subsidies, tax incentives, special loans, and other support.  As the largest 

market for mobile games in terms of revenue,  it is unsurprising that China is now 

targeting this market with policies; which, as in other industries, impose regulatory 

hurdles for foreign firms and domestic start-ups. 

2.  Impact on Foreign Developers 

It is easy for foreign developers to get lost within the layers and hurdles of the 

Chinese bureaucracy. Besides essentially mandatory cultural localization  and an 

unmanageable amount of app stores to navigate,  blatant barriers include forcing 

foreign developers into joint ventures with local partners,  and essentially banning 

the use of interest entity structures (e.g., VIE)
 

that would circumvent this 

requirement.  Disregarding any increased IP risk of working with a Chinese 

firm,  forcing joint ventures is essentially a market-entry tax. 

One of the biggest factors here is that developers often have to split their 
revenues with far more partners in China than compared to other regions. 
After the publishers and Android channels get their cut, the studios 
frequently end up having to give up more than 50 percent of their 
revenues.  

In fact, foreign developers forfeit up to 90% of their revenue shares to 
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Chinese partners at times.  In stark contrast, in the West, these same developers 

would retain 70% of revenue share.  

While a developer can financially plan for these transparent barriers, of 

greater concern to foreign developers are the unknown, subjective hurdles. For 

instance, foreign developers must wait indefinite periods of time to be approved by 

SAPPRFT under the new rules —only to be denied for arbitrary reasons —

which could waste time and resources. Furthermore, Chinese censorship laws are 

generally vaguely written, allowing China to subjectively enforce its regulations,  

and causing companies to self-censor in order to protect themselves if they want to 

publish in China.  In order to comply with all of these requirements, game 

developers could end up submitting upwards of 130 pages of necessary documents 

for a simple game.  Even paying $3,000 to $6,000 per title to a Chinese publisher 

to help navigate these hurdles is no guarantee it will ever be allowed into the 

marketplace.
 
Moreover, if foreign firms avoid these regulations through an extant 

iTunes loophole,  it would mean missing out on the 70% of Chinese mobile 

gamers who use Android,  and assuming the risk of the loophole‘s uncertain 

continuation.  

While not dispositive, one indicator that manifests how well foreign 

developers are doing in the Chinese market is the landscape of game apps trending 

in the country. Of the 100 top grossing iOS mobile games in China, only seven are 

classified as from a foreign developer.
 

 Of the top 100 free iOS mobile games in 
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China, seven are also from foreign developers.  In contrast, in the United States, 

fifty of the 100 top grossing iOS grossing mobile games, and sixty-seven of the top 

100 free iOS mobile games, are from foreign developers.  In fact, only 10 out of 

1000 games approved in China during the third quarter of 2016 were foreign-

developed games.  

3.  Impact on Domestic Start-Ups 

While foreign firms have regulatory entrance barriers, domestic start-up 

developers have unique financial and competitive constraints. A new Chinese start-

up is in competition with over 23,000 other Chinese mobile app developers,  two 

of which, Tencent and NetEase, control 70% of the market.  These, and other top 

companies, have invested billions into research and development, reducing the 

ability of smaller developers to enter into the market.  Indeed, in the fourth 

quarter of 2015, Chinese content producers dropped by 24.7%, which signified that 

the top contenders were acquiring smaller to medium size businesses and driving 

up the costs.  

Additionally, development time takes upwards of six to eighteen months for a 

marketable game,  meaning start-ups need capital to stay afloat during 

production. However, once published, the revenue generated by a domestic 

Chinese mobile app developer may only be a few hundred dollars per game 

developed,  with Chinese iOS developers only earning approximately three cents 

per domestic download.  In a market where 90% of Chinese mobile game app 
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developers fail,  it is unsurprising that ―[t]here are almost no successful [Chinese] 

domestic mobile game startups . . . .‖  In response to fierce competition, as well 

as the difficulties Chinese mobile developers have with localizing their product to 

the rest of the world, some Chinese start-ups have forgone the Chinese market to 

focus entirely on foreign markets.  

Under these already tight competitive and financial constraints, the 2016 

mobile app regulations will very likely drive out all independent and small 

enterprise game developers ―with no glimmer of hope for survival.‖
 

 The reason 

is predominately financial reality. First, the new data localization measures, which 

require companies to host Chinese-related data within the country, as well as the 

regulations that require companies to store all Internet logs for six months, put an 

enormous financial burden on the emergence of Chinese tech start-ups who are 

already short on capital.  Second, domestic start-ups, which already have worked 

on a game for months, could be further delayed during SAPPRFT‘s review, 

imposing further costs.  Third, and most importantly, the regulations impose 

licensing costs that are greater than the average expected revenue of a game.  

Therefore, it is becoming financially untenable for Chinese mobile game start-ups 

to function. In fact, in December 2016, China also banned the online video 

streaming of unapproved games, a key marketing strategy utilized by Chinese indie 

game developers.  Consequently, ―we could be facing a future where China‘s 

entire mobile game catalogue consists only of the games produced by powerful 

corporations like Tencent and NetEase, with no room for startups and indies.‖  

When considered with the fact that China‘s policy is to develop national 

champions, this may, in fact, be the actual goal—a strong domestic mobile market, 

closely controlled and monitored by powerful, known, and cooperative domestic 

corporations. 
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V.  CONCLUSION 

China has a long policy of promoting national companies that can dominate 

domestically and compete globally against established Western businesses, 

especially in the technology sector. In its pursuit of this policy, China has 

promoted regulations that benefit domestic corporations and, either intentionally or 

consequently, has imposed barriers on foreign entities. Under this framework, 

China‘s recent targeting of the Chinese mobile game industry, the largest in 

revenue in the world, is long-overdue and unsurprising. 

Data is still forthcoming on how detrimental these regulations will be for 

foreign and domestic mobile game developers. However, even if they are not a 

death knell, by imposing higher market-entry costs and burdening firms with 

additional censorship requirements, these regulations are certainly yet another 

protectionist measure in a history of regulations intended to discourage foreign 

entities from operating in China. This paves the way for established domestic 

counter-parts to fill the void, even at the expense of domestic start-ups. The 

question therefore is not a question of if but how detrimental these regulations are 

to foreign and domestic mobile game developers. Such a consequence of these 

regulations is consistent with China‘s overall objective to develop national 

champions, and to retain market and information control. 

 


